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Purpose 
Make policy recommendations to the 
President to improve coordination between 
the private sector and the Intelligence 
Community to enhance Critical 
Infrastructure Protection
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Working Group Approach
Understand information sharing issues

Expertise gaps
Fusion gaps
Source/methods constraints
Legal/regulatory constraints

Analyze information flows among appropriate IC, 
law enforcement, and private-sector elements
Highlight methods to share requirements, 
expertise, and information for CIP
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Completed/Ongoing Actions
Completed 12+ month dialog among critical private-sector 
representatives and the IC
Educated Working Group members on IC, DHS information 
flows, and support to the private sector
Analyzed how intelligence is integrated to support CIP
Conducted information sharing and expertise gap analysis
Examined law enforcement information reporting 
mechanisms
Conducting information flow case studies on four recent 
events
Concluding CEO-IC Strategic Vision survey
Writing initial draft of NIAC report
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Strategic Risk Management
Changing culture:  Need to incorporate 
security into normal business risk 
decision-making framework and structure
Based on what is known, what is 
affordable, and what consequences must 
absolutely be avoided to maintain viability 
of institution
Business risk management affects 
business risk calculation and acceptance, 
financial investments, operational 
processes, and contingency planning
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CEO-IC Strategic Vision Survey
Survey Focus:

How does homeland security change requirements for 
managing strategic (customer, financial and liability) 
risks?
What types of information are needed to meet these 
requirements?
Where would this information come from? 
Could IC collect and provide information?  Under what 
circumstances?  Are there obstacles?
Could industry work with the IC to improve collection 
and analysis of information needed by companies?

Survey concerned with information sharing necessary to 
support CEO policy and investment decisions.
Totally untouched area of focus, but represents the basis 
for all operational decisions on information sharing:  Could 
provide useful guidance to upcoming DNI strategic 
planning effort.
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Next Steps
Complete documentation of case studies for 
inclusion in final report

Complete CEO survey for strategic vision input 
to final report

Finalize report to NIAC and coordinate Member 
comments
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Intelligence Coordination Challenges

Defining information-sharing requirements
Highly dependent on intended purpose and audience
Dependent on context

Pre-event, during-event, and post-event
Strategic vs. operational

Addressing sources and barriers for expertise 
and information
Understanding differences among sectors

Decision cycles
Information-sharing mechanisms
Constraints
Sector organization
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Findings—Four Key Requirements

National-level fusion capability
Mechanisms for sharing experts and 
expertise among the IC and the critical 
sectors
Mechanisms for requesting information 
from IC and critical sectors
Mechanisms for protecting information in 
unclassified, CIP environments



11

Conclusions
Need clear definitions of “intelligence” and 
“information”
Almost all information-sharing needs for 
CIP are at the unclassified level
Each sector must be treated differently—
sectors will participate in different ways
Recommendations will not call for new 
federal spending
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Questions and Answers


